PIPEDA Questionnaire

Thank you for agreeing to take this survey on the PIPED Act.  This research is being funded by the Office of the Privacy Commissioner of Canada.  Please answer the questions below to the best of your ability.  There are 29 questions, and the survey should take about 45 minutes to complete.

Q1- Can you confirm that you are the chief privacy officer for your company?

( Yes (if yes, please go to question number 2)

( No  (if no, please return the questionnaire)
Q2- How many staff members work in your company’s privacy office?


Number of staff: _____________

Q3- Do your company have an official Privacy Statement?
( Yes
 (Please provide the URL: __________________________________)

( No

Q4- What type of personal information do you collect in the course of doing business? (Please check all that apply)

 FORMCHECKBOX 
 Name 

 FORMCHECKBOX 
 Address


 FORMCHECKBOX 
 Phone Number

 FORMCHECKBOX 
 Occupation


 FORMCHECKBOX 
 Gender 


 FORMCHECKBOX 
 Birth Date

 FORMCHECKBOX 
 Income information

 FORMCHECKBOX 
 Credit card 

 FORMCHECKBOX 
 Other



	
	
	

	
	

	

	
	
	
	
	
	



If you selected “Other”, please give details:

	


Q5- How often does your company use ‘inducements’ to obtain personal information from customers? (Inducements are products/services other than the primary service offering)

( Routinely 
( Very often

( Often

( Sometimes

( Never

Q6- Is the information that you collect ever used for purposes other than providing the primary service?

( Yes

( No



Q7- If you answered yes to question 6, in what additional ways do you use the data you collect?



[image: image1]
Q8- If you answered Yes to question 6, how is consent for these secondary purposes obtained?

( Implied consent

( Express consent (oral)

( Express consent (written)

Q9- If you answered Yes to question 6, how is consent withdrawn? (Please check all that apply)

 FORMCHECKBOX 
 Phone

 FORMCHECKBOX 
 Email


 FORMCHECKBOX 
 Web form

 FORMCHECKBOX 
 Writing


 FORMCHECKBOX 
 In person 


Q10- What happens to personal information, once it is received by the company providing the service? (Please check all that apply)

 FORMCHECKBOX 
 It stays within the immediate company 


 FORMCHECKBOX 
 It is shared within the ‘corporate family’ of related companies

 FORMCHECKBOX 
 It is shared within the network of company “partners”

 FORMCHECKBOX 
 It goes to third parties on a non-monetary basis

 FORMCHECKBOX 
 It is sold to third parties

1. 

Q11- If you indicated in question 10 that the personal information that you collect does not stay within the immediate company, are the organizations with which data is shared contractually obligated to provide the same or better privacy protection?  

( Yes

( No



Q12- If you indicated in question 10 that information does not stay with in the immediate company, how do you communicate these facts to your customers?
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Q13 – Does your company make use of personal information that was not obtained directly from individuals?

( Yes

( No

Q14-  What legal jurisdictions are applicable to personal information held by your company?  (Please check all that apply)

1. 

2. 

3. 

4. 

5. 

 FORMCHECKBOX 
 PIPEDA

 FORMCHECKBOX 
 British Columbia

 FORMCHECKBOX 
 Alberta 

 FORMCHECKBOX 
 Quebec 

 FORMCHECKBOX 
 United States


 FORMCHECKBOX 
 European Union

 FORMCHECKBOX 
 Other 


Please Specify: _________________
Q15- Could personal information that your company collects become subject to the USA Patriot Act?

( Yes

( No

( Don’t know

Q16- If you answered yes to question 15, are your customers aware of this?

( Yes

( No

( Don’t know

Q17 - If you answered yes to question 16, how are your customers made aware of this?

	


Q18- In what ways can an individual obtain information held about them? (Please check all that apply)

 FORMCHECKBOX 
 Phone

 FORMCHECKBOX 
 Email


 FORMCHECKBOX 
 Web form

 FORMCHECKBOX 
 Writing


 FORMCHECKBOX 
 In person 


Q19-How do you authenticate the identity of the person requesting their personal information 


 FORMCHECKBOX 
 Questions re the data elements in our files


 FORMCHECKBOX 
 Providing a copy of an identity document 


 FORMCHECKBOX 
 Verify phone number they are calling from 


 FORMCHECKBOX 
 Shared secrets explicitly set up to test identity


 FORMCHECKBOX 
 Outside identity verification service


 FORMCHECKBOX 
 Other

Q20- What is the average time taken by your company to respond to a personal information record request?

( 1 day

( 2 – 7 days

( 7 – 14 days

( 14 – 30 days

( 30 + days







Q21- Is there a charge made for obtaining/correcting customer information?

( Yes

( No

Q22- Which of the following has your company obtained/performed? (Please check all that apply)

 FORMCHECKBOX 
 
Privacy Impact Assessment


 FORMCHECKBOX 
 Privacy Architecture

 FORMCHECKBOX 
 Privacy audit, by an internal auditor
 FORMCHECKBOX 
 Privacy audit, by an independent external auditor
 FORMCHECKBOX 
 Privacy seal
1. 

2. 

Please provide details if you selected any items in question 19:
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Q23 – If you use 3rd party suppliers, do you audit these suppliers to ensure the protection of your customer data? 

( Yes

( No

Q24- Please state the number of privacy related enquiries your office receives in an average year

Number:  ________
Q25- In the last year, how many “hits” did your company’s home page receive?




Number of hits: _____________
Q26- In the last year, how many “hits” did your privacy statement on your company’s home page receive?




Number of hits: _____________
Q27- How many privacy complaints in the past 5 years have been made:

1. To the company?


      Number:  _______
2. To the relevant Privacy Commissioner?

Number:  ________

Q28- How many individuals do you hold personal information on?

1. 

2. 

3. 

4. 

5. 

6. Number: __________

Q29- How many hours of privacy training does your frontline staff receive?
Hours of privacy 


training hours/year: _____________


















Thank you for your participation!
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